System.Management

System Management

Planning for disaster recovery and
business continuity

Strategies for troubleshooting and system
monitoring

Data migration planning
Data security and privacy
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PACS components

Acquisition Gateways

Acquires data from imaging device (queue & scheduling)

Converts data into a PACS standard format (profiling &
processing like byte ordering)

Forward images to PACS controller or other components
(routing & proprietary compression)

PACS Controller Major Functions

Receive images from Acquisition Gateways
Update Controller Database (image/users etc)
Forward exams to destination workstations
Auto retrieve comparison images (LTS)

Auto windowing or correction of images (series)

Hierarchical Storage Management service (new
exams to LTS accordingly)

Database Management service (amend)
Interface with PACS Applications (AP/CAD)
Interface with other PACS Controllers
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Optimization of system capacity
and throughput

Capacity and size consideration
Performance consideration
Integration of PACS services
HIS / RIS / PACS integration
ePR / Public Private Interface

Optimization of system capacity
and throughput

Performance consideration

Integration of PACS services
HIS / RIS / PACS integration
ePR / Public Private Interface




Capacity and size ?

Period of short term storage: 6-24 months
Prefetch strategies: body parts / modalities

Flush out strategies: FIFO or complicate
rules

Sharing of Long term storage
Compression for Long term storage

Prefetch & Flush strategies

Same body parts / modalities / episode

e.g. 3 newest +1 oldest same body part next
day exam or consultation

In-patient vs out-patient
No Access period of 1 month
FIFO
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PACS Size Calculator

(e www.pacscalculator.com,

Synology DiskStatio... (] DICOM (] Dose (] ECR (T Private hospital & Pr... VNC desktop [xrayl7]

PACS Size Calculator

CR: 100 studies / day

Short Term Information
L | Peroay | Permonn | Peryear |
Storag 3 12 -

Long Term Projections

| ___veor | OCOMdatainis | DoabasesiorageinGs |

Additional Information

2 images / study
200 x 10MB =
MR: 20 studies / day
1000 images / study
20000 x 0.5MB =

Database:
Exam information (RIS / HIS)
eg. Status

Image information (DICOM tag
configurable)

16
eg. Name




PACS Size Detalls

Enterprise Data Forecast Tool
Customer Name

Image .
[China Hospital & Taiwan Hospital ] = . Jus =
(512512 [7om x2s60 [z %75 [saoxaso
y shod Tl o

Working days per YEAR tion Is just & guide.

Location Modality Image bit|Mb / Mb/Study  Comp.Ratio | Mbiday Mbiday
ines day Year depth  Image (Uncomp)  (Comp.)
8 X 250.00 1250.00 52083
8 25.00 300.00 125.00
16 L 1875 18750 7813
8 047 7.03 293
16 X 35.00 2100.00 875.00
8 * 562.50
24 7594
16 480000
16 6257.02

China Hospital
China Hospital
China Hospital
China Hospital
China Hospital
China Hospital

hina Hospital
China Hospital
China Hospital

Taiwan Hospital
Taiwan Hospital
Taiwan Hospital
Taiwan Hospital
Taiwan Hospital
Taiwan Hospital

B 75.00
8 . Y 1000.00
1% 197003
1% X . 720.00
16 76294
8 5625

XXX X XX K XK X X XX X XX XXX

[Current |
[Legacy Data (Tb) No compression [BZ | =ACC(3.2)+CTIUS(2 Bl ANG(1+*AED(1.2)

Year Year Year Year Year &
50% |50% |50% |50% [50%

3% [ B EE- ’ 1 Mb = 1 Mega Byte ‘

Remarks:
Image data information based on March, 2008 on ePR LDGW
No. of Exam per year based on Equipment Utilization, 2007

Common Long term storage

No proprietary ‘E =
man agement ot o ocene ot 1

Broad content

'SOURCE DEDUPLICATION

support
NAS based

Dropbox and
icloud

Data Copies
=Many Locations
=Many Devices
=Retention, Reduction
Compliance




Capacity and size ?

Period of short term storage: 6-24 months
Prefetch strategies: body parts / modalities?
Sharing of Long term storage

Compression for Long term storage

Diagnostic / QC workstations ?




Modalities / web users

Optimization of system capacity
and throughput

Capacity and size consideration

Integration of PACS services
HIS / RIS / PACS integration
ePR / Public Private Interface




Performance index

# of clicks to open a study

First image pop-up (workstation)
Network bandwidth

Ad-hoc fetch time

Reboot frequency & time

Procedures required to finish a task
(Radiographer)

Error logs / PACS health
Report turnaround time
Satisfaction index

Optimization of system capacity
and throughput

« Capacity and size consideration
» Performance consideration




Integration of PACS services

HIS / RIS integration

HL7 messaging

Web viewing

API integration

Voice recognition and reporting
Structure reporting templates
Digital signature

PDF creator with watermarks
Post processing e.g. Advantage Window ®
Store Relevant pathology

CAD / Fusion

Pathology / Cardiology / O&G etc

o
o
°
o
°
{ ]
[ ]
L]
L]
L]
L]
L]

HL7 message

Exam Information (type of exam)
Billing Information (materials)
Exam Status (trigger events)
Radiology Statistics




Integration of PACS services

« HIS /RIS integration
» HL7 messaging

e
=)
[WONG, TING HE EDWARD T HEE

Department of Didgnostic & interventional Radiolo

Exit

Madality [ oate | Doctor [ ToPat | status
bR R-CR CHEST 12/07/2012 O APPROVED ) y
CR.CR-CHEST 06/07/2011 APPROVED is a defined set
CT .CT-CALCIUM SCORE __ 23/08/2011 _Dr. Goh King Man, Victor APPROVED
1
1
1

US US-ECHOCARDIOGRAM 20/06/2011  Dr. Goh King Man, Victar COMPLETED of : reCIUes.t {rl_essages
MR -MR-ANKLE (PLAIN) 31/01/2011  Dr. Wong YWai Kwok, Jimm APPROVED along with a definition of the
CR :CR-CHEST 25/05/2010 D, LiWai Tat, Waltan APPROVED Structure of response

messages

- Afer opening PACS System, you _StatusList
| m F11 for ful
PACS ! ckooxi ardeopy to
five) as a record

Integration of PACS services

HIS / RIS integration
HL7 messaging
Web viewing

API integration

PDE creator with watermarks
CAD / Fusion
Pathology / Cardiology / O&G etc




Voice recognition and reporting

Trigger by RIS

Structure report (Keywords & Standards)
Word template setup

Microsoft Word

requirement

Integrated Reporting workstation

VR: voice recognition
RIS / HIS

AP: Adv Processing

RP: Relevant Patho.
DS: Digital Signature




Report turnaround time

Exam completed Report Approved

In-patient Out-patient

Satisfaction / Performance Index

Should involve data with the following features:

Industry Average ratings for each PACS attribute
Manufacturer-specific average ratings for each PACS attribute
Five-year trends for PACS attributes

Probability of Repurchase

Service Performance is examined in detail by focusing on:
Phone and Remote Support

Service Engineers

Response Times




ePR (NTWC)

PPI

* HA vs Private
» ? Private vs private




System Management

» Optimization of system capacity and
throughput

Planning for disaster recovery
and business continuity

Single point of failure

Uptime consideration

Backup / Duplicate methodologies
Contingency plan

UAT / drill / change handling

ISO 27000




PACS topology

Single point of failure

Draw individual components
Include switches

Include power supply

List all services

Base for Drill / UAT

Base for monitoring




Single point of failure

Draw individual components
Include switches
Include power supply

Base for Drill / UAT
Base for monitoring




Uptime consideration

99.999% = 5.4 mins downtime
Differentiate Peripheral / Core component
Understand the extent of service

Look for workarounds

24 x 7 Hotline / access mechanism
Active / passive monitoring system

Backup / Duplicate methodlogies




Database Replication

* Reliable commercial database
l.e. Sybase / Oracle

 Mechanism: SQL Server Snapshot Agent,
Log Reader Agent, and Distribution Agent

Network Duplication

* From Wall port to Core switch




Planning for disaster recovery
and business continuity

 Single point of failure
« Uptime consideration
» Backup / Duplicate methodologies

UAT / Drill / Change documentation




1ISO 27000

e In 1999, British
Standards Institution
published their BS
7799 standard for
Information Security
Management
SYSICIESIYS))

In 2005, rearranged
by ISO as 27000
series which is a
code of practice for
ISMS

Strategies for troubleshooting
and system monitoring

Network monitoring tools
PACS health

Log taking

RMS and access control




Network tools: command line

Network tools: command line




Network monitoring

Network monitoring

GET / SET Request
Master Agent

Manager

GET / SET Req

-t

GET / SET Res

Simple Network Management Protocol
- Managed device

- Agent: software which runs on managed
devices

- Network management system (NMS)
software which runs on the manager




PACS health

Unspecified exams
Archive queues
Retrieval queues

Exam with status issue e.g. Approved but
no report

Score

PACS health

Unspecified exams

Exam with status issue e.g. Approved but
no report

Score




Log take

Log take

Check record
Performance

Known errors &
solutions

Calculate for
downtime




RMS

Vendor provide remote monitoring
Access control / telephone line
Network control by VLAN / Firewall
Speed up error handling

PACS report

Data migration planning

Requirement of plan
Cut-off date
Preliminary results
Schedule setup
Check integrity




What to be migrated

Server Model




To reduce the migration process

Starting from 1-March-2008, one copy of all
studies from TMH went sent to POH PACS
(stable after installation), so the legacy images
migrated will be limited to before 1-March-2008

For CT, Angio/IR & Ultrasound, the mini PACS
will not be replaced

For General X-rays and others, new Enterprise
PACS will be the only storage

Stop sending images to ACC PACS from 1-Nov-
2008 (lessen the daily workload)

61

Prelim. Migration by Agfa

Dicom Q&R

B Dicom send

Virtual
Machine




Prelim results
(Agfa Migration Tool)

Prelim results

When everything is online, successful rate
is higher

Increase “time out” and “retry” may help,
test and fine tune before Live Migration
No Reports are migrated

Only DICOM images migrated, not
proprietary add-ons like “Annotations”

Retrieve images for integrity




Data Migration Schedule

Script it yourself

PatientlD PatientName DOB StudyUID Accession
BARTON'CONNIE"M™ 19510619 13.6.1.4.1.16592.2.668980.864771.802 722506 605506 20031009 120100.000000
HANSONACAROLADM 19551204 1.3.6.1.4.1,16592.2.942708.483380.311 722242 605242 20031009 170459.984000
DOENJESS"BM 19471211 1.3.6.1.4.1,16592.2.580418.207412.90 722265 20031009 052006.537000
ARNOLDAJANICEAD™M 19370405 1.3.6.1.4.1,16592.2.898719.402885.89 722523 674558 20031009 121438.000000
DANDERSAJOHNAEM 19271203 1.3.6.1.4.1.16592.2.767350.594702.411 722602 605602 20031009 142500.000000
TURLICK'NAOMI'LOUISEM 88888888 1.3.6.1.4.1.16592.2.682688.583102.135 722610 605610 20031009 162119.000000
BENDER'CHARLES"A™ 19240729 1.3.6.1.4.1.16592.2.702211.149338.976 722740 605740 20031009 191919.000000
BOGUSAPATRICIAMAM 19750624 1.3.6.1.4.1,16592.2.563630.293819.257 722223000001 20031009  113123.000000
SILLIEACYNTHIAMA 19540617 1.3.6.1.4.1,16592.2.161189.135527.222 722232 1 20031009  135413.625000
ARKIDARICHARD"K SRM 19250524 1.3.6.1.4.1.16592.2.807468.458742.901 604791 20081009  051912.520000
VOLLMERNSELMANLM 19360117 1.3.6.1.4.1.16592.2.301849.894730.106 722539 1 20031009  141220.000000
ARKIDRICHARD™K SRM 19250524 1.3.6.1.4.1.16592.2.532073.23518.750 722586 605587 20031009 145123.296000
ALOOF"MARJORIEAMM 19320827 1.3.6.1.4.1,16592.2.265758.276689.629 722873 605873 20031010 102304.984000
ALOOF"MARJORIEAMM 19320827 1.3.6.1.4.1,16592.2.66805.844604.191 722966 605066 20031010 165500.000000
SMITHASUSANAIM 19611121 1.3.6.1.4.1,16592.2.720483.942452.266 606122 1 20031010  133519.000000
TOLIANDERALOISAIM 19430301 1.3.6.1.4.1.16592.2.626366.70276.934 722809 20081010  050622.850000
MISTOKA"NORLISHAYAM 19770305 136141 18502 5 774470.406700.278 606287 606287 20031010  225423.625000
DUCKDONALDAJ™ 19850517 36.1. 1 ] 606020 606020 20031010 113335000000

Source Study Listing

592.2.668980. -aem NEW_PACS -aec PACS_ARC HIVE -aem 10.10.1.22 10222 >>migr.log
592.2.942708.483380.311" -aem NEW_PACS -aec PACS_ARC HIVE -aem 10.10.1.22 10222 >>migr.log
592.2.589418.207412.90" -aem NEW_PACS -aec PACS_ARCH IVE -aem 10.10.1.22 10222 >>migr.log
592.2.898719.402885.89" -aem NEW_PACS -aec PACS_ARCH IVE -aem 10.10.1.22 10222 >>migr.log
592.2.767350.594702.411" -aem NEW_PACS -aec PACS_ARC HIVE -aem 10.10.1.22 10222 >>migr.log
592.2.682688.583102.135" -aem NEW_PACS -aec PACS_ARC HIVE -aem 10.10.1.22 10222 >>migr.log
592.2.702211.149338.976" -aem NEW_PACS -aec PACS_ARC HIVE -aem 10.10.1.22 10222 >>migr.log
.3.6. 592.2.563630.293819.257" -aem NEW_PACS -aec PACS_ARC HIVE -aem 10.10.1.22 10222 >>migr.log
echo [9] & movescu -S -key 0020,000! 6. 592.2.161189.135527.222" -aem NEW_PACS -aec PACS_ARC HIVE -aem 10.10.1.22 10222 >>migr.log
echo [10] & movescu -S -key 0020,000D="1.3.6.1.4.1.1 6592.2.807468.458742.901" -aem NEW_PACS -aec PACS_A RCHIVE -aem 10.10.1.22 10222 >>migr.log
echo [11] & movescu -S -key 0020,000D: 6.1.4.1.1 6592.2.301849.894730.106" -aem NEW_PACS -aec PACS_A RCHIVE -aem 10.10.1.22 10222 >>migr.log
echo [12] & movescu -S -key 0020,000D="1.3.6.1.4.1.1 6592.2.532073.23518.750" -aem NEW_PACS -aec PACS_AR CHIVE -aem 10.10.1.22 10222 >>migr.log
echo [13] & movescu -S -key 0020,000D=" 6.1.4.1.1 .2.265758.276689.629" -aem NEW_PACS -aec PACS_A RCHIVE -aem 10.10.1.22 10222 >>migr.log
echo [14] & movescu -S -key 0020,000D: 6.1.4.1.1 .2.66805.844604.191" -aem NEW_PACS -aec PACS_AR CHIVE -aem 10.10.1.22 10222 >>migr.log
echo [15] & movescu -S -key 0020,000D: 6.1.4.1.1 .2.720483.942452.266" -aem NEW_PACS -aec PACS_A RCHIVE -aem 10.10.1.22 10222 >>migr.log
echo [16] & movescu -S -key 0020,000D="1.3.6.1.4.1.1 .2.626366.70276.934" -aem NEW_PACS -aec PACS_AR CHIVE -aem 10.10.1.22 10222 >>m)| g
echo [17] & movescu -S -key 0020,000D: 6.1.4.1.1 .2.774470.406700.278" -aem NEW_PACS -aec PACS_A RCHIVE -aem 10.10.1.22 10222 >>migr.log
echo [18] & movescu -S -key 0020,000D0="1.3.6.1.4.1.1 .2.863735.648125.965" -aem NEW_PACS -aec PACS_A RCHIVE -aem 10.10.1.22 10222 >>migr.log

Command File




Each line of script file

echol([9] &
movescu
-S
-key 0020,000D="1.3.6.1.4.1.16592.2.161189.135527.2 22"

-aem NEW_PACS
-aec PACS_ARCHIVE 10.10.1.22 10222

\

\%

u -S -key 0020,000D="1.3.6.1.4.1.16 592.2.161189.135527.222" m NEW_PACS -aec PACS_ARC HIVE -aem 10.10.1.22 10222 >>mig. I7t]

Check for integrity

» Subtraction by MatLab for images
(Random selection)

» Check for Dicom Header Information by
any DICOM viewer




Data security and privacy

Degree of security
— Data encryption
— Proprietary compression

Care of privilege
Consents
Cloud security

Remote access VPN

Tele-radiography / Remote troubleshooting / Patient
monitoring / Satellite stations

VMware & Citrus remote stations
Password based / DigiPass / finger print / email?




Care of & consents

« Team member can access patient past
record for consultation

» Other clinicians are blind to patient record
e Consent for disclosure of data i.e. 2 weeks

Cloud security

Public
Cloud

Private @
Cloud




Thanks

wongthe@gmail.com




