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System Management

• Optimization of system capacity and 
throughput

• Planning for disaster recovery and 
business continuity

• Strategies for troubleshooting and system 
monitoring 

• Data migration planning
• Data security and privacy
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Generic PACS structure

IHE workflow

Integrating the Healthcare Enterprise (inter-
operability)

4

PACS Components

Broker

Database Gateway (PACS Broker) 
will do a great job!
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PACS components

• Acquisition Gateways
- Acquires data from imaging device (queue & scheduling)
- Converts data into a PACS standard format (profiling & 

processing like byte ordering)
- Forward images to PACS controller or other components 

(routing & proprietary compression)

Acquisition Gateway PACS Controller
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PACS Controller Major Functions

• Receive images from Acquisition Gateways
• Update Controller Database (image/users etc)
• Forward exams to destination workstations
• Auto retrieve comparison images (LTS)
• Auto windowing or correction of images (series)
• Hierarchical Storage Management service (new 

exams to LTS accordingly)
• Database Management service (amend)
• Interface with PACS Applications (AP/CAD)
• Interface with other PACS Controllers
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PACS Controller Database
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PACS Controller Database

http://www.dcm4che.org/confluence/display/ee2/Database+Schema+Diagram

PK - index 
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Generic PACS structure

IHE workflow

Integrating the Healthcare Enterprise (inter-
operability)
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Complexity of system

Integrated services

Cluster PACS
Consider Mini-PACS to Cluster PACS?
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Optimization of system capacity 
and throughput

• Capacity and size consideration
• Performance consideration
• Integration of PACS services 
• HIS / RIS / PACS integration
• ePR / Public Private Interface

12

Optimization of system capacity 
and throughput

• Capacity and size consideration
• Performance consideration
• Integration of PACS services 
• HIS / RIS / PACS integration
• ePR / Public Private Interface
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Capacity and size ?

• Period of short term storage: 6-24 months
• Prefetch strategies: body parts / modalities
• Flush out strategies: FIFO or complicate 

rules

• Sharing of Long term storage
• Compression for Long term storage
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Prefetch & Flush strategies

• Prefetch
- Same body parts / modalities / episode
- e.g. 3 newest +1 oldest same body part next 

day exam or consultation

• Storage Onion (GE)
- In-patient vs out-patient
- No Access period of 1 month
- FIFO
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PACS Size Calculator
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PACS Size Calculator

CR: 100 studies / day

2 images / study

200 x 10MB = 2GB /day

MR: 20 studies / day

1000 images / study

20000 x 0.5MB = 10GB / day

Database:

Exam information (RIS / HIS)

eg. Status 

Image information (DICOM tag 
configurable)

eg. Name 
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PACS Size Details

1 Mb = 1 Mega Byte
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Common Long term storage

• No proprietary 
management

• Broad content 
support

• NAS based
• Dropbox and 

icloud 
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Capacity and size ?

• Period of short term storage: 6-24 months
• Prefetch strategies: body parts / modalities?
• Sharing of Long term storage
• Compression for Long term storage
• Number of PACS workstations
• Number of Modalities
• Web base for Clinical users?
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Diagnostic / QC workstations ?

IMPAX standalone workstation: 
QC / routing / DVD burner / 
ePR / PPI

Sharing of PACS among 
different departments
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Modalities / web users

Acquisition GW

Acquisition GW

Acquisition GW

Acquisition GW

Acquisition GW

Acquisition GW

Round Robin Technology

ModalitiesModalitiesModalities
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Optimization of system capacity 
and throughput

• Capacity and size consideration
• Performance consideration
• Integration of PACS services 
• HIS / RIS / PACS integration
• ePR / Public Private Interface
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Performance index

• # of clicks to open a study
• First image pop-up (workstation)
• Network bandwidth
• Ad-hoc fetch time
• Reboot frequency & time
• Procedures required to finish a task 

(Radiographer)

• Error logs / PACS health
• Report turnaround time
• Satisfaction index
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Optimization of system capacity 
and throughput

• Capacity and size consideration
• Performance consideration
• Integration of PACS services
• HIS / RIS / PACS integration
• ePR / Public Private Interface
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Integration of PACS services

• HIS / RIS integration
• HL7 messaging
• Web viewing
• API integration
• Voice recognition and reporting
• Structure reporting templates
• Digital signature
• PDF creator with watermarks
• Post processing e.g. Advantage Window ®
• Store Relevant pathology
• CAD / Fusion
• Pathology / Cardiology / O&G etc

26

HL7 message

• Exam Information (type of exam)
• Billing Information (materials)
• Exam Status (trigger events)
• Radiology Statistics
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Integration of PACS services

• HIS / RIS integration
• HL7 messaging
• Web viewing
• API integration

Application Programming 
Interface is a defined set 
of HTTP request messages 
along with a definition of the 
structure of response 
messages 
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Integration of PACS services

• HIS / RIS integration
• HL7 messaging
• Web viewing
• API integration
• Voice recognition and reporting
• Structure reporting templates
• Digital signature
• Post processing e.g. Advantage Window ®
• Store Relevant pathology
• PDF creator with watermarks
• CAD / Fusion
• Pathology / Cardiology / O&G etc
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Voice recognition and reporting

• Trigger by RIS
• Structure report (Keywords & Standards)
• Word template setup
• Microsoft Word 

requirement
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Integrated Reporting workstation

VR

HIS

RIS

AP

DS

RP

VR: voice recognition

RIS / HIS

AP: Adv Processing

RP: Relevant Patho.

DS: Digital Signature

…….
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Report turnaround time

Exam completed              Report Approved

In-patient                        Out-patient  

Time = RA - EC
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Satisfaction / Performance Index

Should involve data with the following features:
Index Ratings:
• Industry Average ratings for each PACS attribute
• Manufacturer-specific average ratings for each PACS attribute
• Five-year trends for PACS attributes
• Probability of Repurchase
• Service Performance is examined in detail by focusing on:
- Phone and Remote Support
- Service Engineers
- Response Times
• Overall Manufacturer Performance
• Overall System Performance
• Overall Service Performance



33

ePR (NTWC)
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PPI

• HA vs Private
• ? Private vs private
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System Management

• Optimization of system capacity and 
throughput

• Planning for disaster recovery and 
business continuity

• Strategies for troubleshooting and system 
monitoring 

• Data migration planning
• Data security and privacy
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Planning for disaster recovery 
and business continuity

• Single point of failure
• Uptime consideration
• Backup / Duplicate methodologies
• Contingency plan
• UAT / drill / change handling
• ISO 27000
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PACS topology
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Single point of failure

• Draw individual components
• Include switches
• Include power supply
• List all services
• Base for Drill / UAT 
• Base for monitoring
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Single point of failure

• Draw individual components
• Include switches
• Include power supply
• List all services
• Base for Drill / UAT 
• Base for monitoring
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Uptime consideration

• 99.999% = 5.4 mins downtime
• Differentiate Peripheral / Core component
• Understand the extent of service 
• Look for workarounds
• 24 x 7 Hotline / access mechanism
• Active / passive monitoring system
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Backup / Duplicate methodlogies

Stratus ®

Fault tolerance 99.999% uptime

F5 ®
Heartbit 
monitoring
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Database Replication

• Reliable commercial database             
i.e. Sybase / Oracle

• Mechanism:  SQL Server Snapshot Agent, 
Log Reader Agent, and Distribution Agent 

Database 
Replication
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Network Duplication

• From Wall port to Core switch

A / B

Core: Fast & Reliable

Duplicate patching

Duplicate Network
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Planning for disaster recovery 
and business continuity

• Single point of failure
• Uptime consideration
• Backup / Duplicate methodologies
• Contingency plan
• UAT / drill / change handling
• ISO 27000
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UAT / Drill / Change documentation
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ISO 27000

• In 1999, British 
Standards Institution 
published their BS 
7799 standard for 
Information Security 
Management 
System (ISMS)

• In 2005, rearranged 
by ISO as 27000 
series which is a 
code of practice for 
ISMS
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Strategies for troubleshooting 
and system monitoring

• Network monitoring tools
• PACS health
• Log taking
• RMS and access control
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Network tools: command line
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Network tools: command line

Maintain an updated IP & password table
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Network monitoring

SNMP
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Network monitoring

Simple Network Management Protocol
- Managed device
- Agent: software which runs on managed 
devices
- Network management system (NMS) 
software which runs on the manager
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PACS health

• Unspecified exams
• Archive queues
• Retrieval queues
• Exam with status issue e.g. Approved but 

no report
• Score 
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PACS health

• Unspecified exams
• Exam with status issue e.g. Approved but 

no report
• Score 
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Log take
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Log take

• Check record
• Performance
• Known errors & 

solutions
• Calculate for 

downtime
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RMS

• Vendor provide remote monitoring
• Access control / telephone line
• Network control by VLAN / Firewall
• Speed up error handling
• PACS report
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Data migration planning

• Requirement of plan
• Cut-off date
• Preliminary results
• Schedule setup
• Check integrity
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What to be migrated

Vendor GE (ACC PACS)
Pathspeed

Siemens
Sky Net

Philips
Easy Access

GE
Enterprise 

Archive

Type of archive 
and relevant 
information

1. 244GB RAID 5 
online

2. Plasmon M-258 
all 5.2GB MOD 
Jukebox, off 
shelve around 
120

3. Plasmon M-104 
all 9.2GB MOD 
Jukebox, no off 
shelve

Total ~ 3TB

Dell SAN
< 300GB online
<1TB

EMC SAN 
Total ~ 5TB

EMC SAN 
~ 2TB

Date of exams to 
be migrated

May/2001-end of 
Feb/2008

200/day=500,000

July/2006- end of 
Feb/2008

10/day=7000

April/2005- end of 
Feb/2008

70/day=49000

25/July/2006-
end of 
Feb/2008

400/day=220000
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Server Model
ACC PACS Angio/IR Archive Easy Access TMHAEEA

Vendor GE Siemens Philips GE

Server model SUN Ultra 
Enterprise 
450

Dell PowerEdge 
2900

Windows Server 
2003

EMC Clariion 
CX300

Windows Server 
2000

EMC Clariion 
CX300

Windows Server 
2000

Database and 
version

Sybase 11.0.2 Microsoft SQL 8.0 Microsoft SQL 8.0 Microsoft SQL 8.0

Performance of Server determines the successful rate of migration
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To reduce the migration process

• Starting from 1-March-2008, one copy of all 
studies from TMH went sent to POH PACS 
(stable after installation), so the legacy images 
migrated will be limited to before 1-March-2008

• For CT, Angio/IR & Ultrasound, the mini PACS 
will not be replaced 

• For General X-rays and others, new Enterprise 
PACS will be the only storage 

• Stop sending images to ACC PACS from 1-Nov-
2008 (lessen the daily workload)
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Prelim. Migration by Agfa

ACC PACS

Sky Net

Easy Access

Enterprise Archive

Agfa PACS
Agfa 
Migration 
Tool

Virtual 
Machine

Dicom Q&R

Dicom send



63

Prelim results 
(Agfa Migration Tool)

ACC PACS Angio/IR Archive Easy Access TMHAEEA

Vendor GE Siemens Philips GE

Query Level Patient
ID based

Schema given

Study 
Day based

Study 
Day based

Study 
Day based

Results
(8 hrs/day)

Success when 
online

Trigger Retrieval 
from MOD but 
result not 
tested

From multiple 
attempts it 
was managed 
to migrate one 
day worth of 
studies. 10 
studies were 
migrated, the 
migration was 
not timed

48 studies were 
migrated in 19 
minutes and 
31seconds

There were 2 
studies that 
failed

(need ~ 2 months)

492 studies were 
migrated in 14 
minutes and 33 
seconds

There were a total of 
513 series and 
663 images

(need ~ 1 month)
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Prelim results 

• When everything is online, successful rate 
is higher

• Increase “time out” and “retry” may help, 
test and fine tune before Live Migration

• No Reports are migrated
• Only DICOM images migrated, not 

proprietary add-ons like “Annotations”
• Retrieve images for integrity
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Data Migration Schedule
Date Events

25 Aug - 13 Sep (3 wks) - analysis of database of ACC PACS, CT PACS etc with the help of 
users

16 Sep - 4 Oct (3 wks) - develop protocol and contingency plans 
- test migration with Global support
- train Radiologist for using Impax to report ACC cases
- install sufficient Impax from POH (or new workstations from Agfa)
- train DRT for support

6 Oct - 17 Oct (2 wks) - detail plans ready
- announce migration to clinicians
- guidelines for change of workflow

20 Oct onwards - start migration
- periodic monitoring from vendors/users
- weekly progress report from vendors/users
- monthly progress meeting 

15-Dec - acceptance consideration to trigger payment
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Script it yourself

echo [1] & movescu -S -key 0020,000D="1.3.6.1.4.1.16 592.2.668980.864771.802" -aem NEW_PACS -aec PACS_ARC HIVE -aem 10.10.1.22 10222 >>migr.log
echo [2] & movescu -S -key 0020,000D="1.3.6.1.4.1.16 592.2.942708.483380.311" -aem NEW_PACS -aec PACS_ARC HIVE -aem 10.10.1.22 10222 >>migr.log
echo [3] & movescu -S -key 0020,000D="1.3.6.1.4.1.16 592.2.589418.207412.90" -aem NEW_PACS -aec PACS_ARCH IVE -aem 10.10.1.22 10222 >>migr.log
echo [4] & movescu -S -key 0020,000D="1.3.6.1.4.1.16 592.2.898719.402885.89" -aem NEW_PACS -aec PACS_ARCH IVE -aem 10.10.1.22 10222 >>migr.log
echo [5] & movescu -S -key 0020,000D="1.3.6.1.4.1.16 592.2.767350.594702.411" -aem NEW_PACS -aec PACS_ARC HIVE -aem 10.10.1.22 10222 >>migr.log
echo [6] & movescu -S -key 0020,000D="1.3.6.1.4.1.16 592.2.682688.583102.135" -aem NEW_PACS -aec PACS_ARC HIVE -aem 10.10.1.22 10222 >>migr.log
echo [7] & movescu -S -key 0020,000D="1.3.6.1.4.1.16 592.2.702211.149338.976" -aem NEW_PACS -aec PACS_ARC HIVE -aem 10.10.1.22 10222 >>migr.log
echo [8] & movescu -S -key 0020,000D="1.3.6.1.4.1.16 592.2.563630.293819.257" -aem NEW_PACS -aec PACS_ARC HIVE -aem 10.10.1.22 10222 >>migr.log
echo [9] & movescu -S -key 0020,000D="1.3.6.1.4.1.16 592.2.161189.135527.222" -aem NEW_PACS -aec PACS_ARC HIVE -aem 10.10.1.22 10222 >>migr.log
echo [10] & movescu -S -key 0020,000D="1.3.6.1.4.1.1 6592.2.807468.458742.901" -aem NEW_PACS -aec PACS_A RCHIVE -aem 10.10.1.22 10222 >>migr.log
echo [11] & movescu -S -key 0020,000D="1.3.6.1.4.1.1 6592.2.301849.894730.106" -aem NEW_PACS -aec PACS_A RCHIVE -aem 10.10.1.22 10222 >>migr.log
echo [12] & movescu -S -key 0020,000D="1.3.6.1.4.1.1 6592.2.532073.23518.750" -aem NEW_PACS -aec PACS_AR CHIVE -aem 10.10.1.22 10222 >>migr.log
echo [13] & movescu -S -key 0020,000D="1.3.6.1.4.1.1 6592.2.265758.276689.629" -aem NEW_PACS -aec PACS_A RCHIVE -aem 10.10.1.22 10222 >>migr.log
echo [14] & movescu -S -key 0020,000D="1.3.6.1.4.1.1 6592.2.66805.844604.191" -aem NEW_PACS -aec PACS_AR CHIVE -aem 10.10.1.22 10222 >>migr.log
echo [15] & movescu -S -key 0020,000D="1.3.6.1.4.1.1 6592.2.720483.942452.266" -aem NEW_PACS -aec PACS_A RCHIVE -aem 10.10.1.22 10222 >>migr.log
echo [16] & movescu -S -key 0020,000D="1.3.6.1.4.1.1 6592.2.626366.70276.934" -aem NEW_PACS -aec PACS_AR CHIVE -aem 10.10.1.22 10222 >>migr.log
echo [17] & movescu -S -key 0020,000D="1.3.6.1.4.1.1 6592.2.774470.406700.278" -aem NEW_PACS -aec PACS_A RCHIVE -aem 10.10.1.22 10222 >>migr.log
echo [18] & movescu -S -key 0020,000D="1.3.6.1.4.1.1 6592.2.863735.648125.965" -aem NEW_PACS -aec PACS_A RCHIVE -aem 10.10.1.22 10222 >>migr.log

PatientID PatientName DOB Sex StudyUID Accession StudyID StudyDate StudyTime
1901889 BARTON^CONNIE^M^^ 19510619 F 1.3.6.1.4.1.16592.2.668980.864771.802 722506 605506 20031009 120100.000000
2192921 HANSON^CAROL^D^^ 19551204 F 1.3.6.1.4.1.16592.2.942708.483380.311 722242 605242 20031009 170459.984000
0201730 DOE^JESS^B^^ 19471211 M 1.3.6.1.4.1.16592.2.589418.207412.90 722265 20031009 052006.537000
0226529 ARNOLD^JANICE^D^^ 19370405 F 1.3.6.1.4.1.16592.2.898719.402885.89 722523 674558 20031009 121438.000000
1117902 DANDERS^JOHN^E^^ 19271203 M 1.3.6.1.4.1.16592.2.767350.594702.411 722602 605602 20031009 142500.000000
2446728 TURLICK^NAOMI^LOUISE^^ 88888888 F 1.3.6.1.4.1.16592.2.682688.583102.135 722610 605610 20031009 162119.000000
2086896 BENDER^CHARLES^A^^ 19240729 M 1.3.6.1.4.1.16592.2.702211.149338.976 722740 605740 20031009 191919.000000
0317846 BOGUS^PATRICIA^A^^ 19750624 F 1.3.6.1.4.1.16592.2.563630.293819.257 722223 000001 20031009 113123.000000
1356594 SILLIE^CYNTHIA^^^ 19540617 F 1.3.6.1.4.1.16592.2.161189.135527.222 722232 1 20031009 135413.625000
0587532 ARKID^RICHARD^K SR^^ 19250524 M 1.3.6.1.4.1.16592.2.807468.458742.901 604791 20031009 051912.520000
0438360 VOLLMER^SELMA^L^^ 19360117 F 1.3.6.1.4.1.16592.2.301849.894730.106 722539 1 20031009 141220.000000
0587532 ARKID^RICHARD^K SR^^ 19250524 M 1.3.6.1.4.1.16592.2.532073.23518.750 722586 605587 20031009 145123.296000
1397467 ALOOF^MARJORIE^M^^ 19320827 F 1.3.6.1.4.1.16592.2.265758.276689.629 722873 605873 20031010 102304.984000
1397467 ALOOF^MARJORIE^M^^ 19320827 F 1.3.6.1.4.1.16592.2.66805.844604.191 722966 605966 20031010 165500.000000
2339420 SMITH^SUSAN^J^^ 19611121 F 1.3.6.1.4.1.16592.2.720483.942452.266 606122 1 20031010 133519.000000
2218324 TOLIANDER^LOIS^J^^ 19430301 F 1.3.6.1.4.1.16592.2.626366.70276.934 722809 20031010 050622.850000
1019903 MISTOKA^NORLISHA^A^^ 19770305 F 1.3.6.1.4.1.16592.2.774470.406700.278 606287 606287 20031010 225423.625000
2462411 DUCK^DONALD^J^^ 19850517 O 1.3.6.1.4.1.16592.2.863735.648125.965 606020 606020 20031010 113335.000000S
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Each line of script file 

echo [9] & movescu -S -key 0020,000D="1.3.6.1.4.1.16 592.2.161189.135527.222" -aem NEW_PACS -aec PACS_ARC HIVE -aem 10.10.1.22 10222 >>migr.log

echo [9] & (Echoes line number to show progress)

movescu (Invokes movescu.exe program)

-S (Selects Study level move)

-key 0020,000D="1.3.6.1.4.1.16592.2.161189.135527.2 22"
(Specifies Study Instance UID)

-aem NEW_PACS (AE Title of New PACS archive)

-aec PACS_ARCHIVE   10.10.1.22   10222 
(AE Title, IP address & port # of Old PACS archive)

>>migr.log (Sends output to log file)
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Check for integrity

• Subtraction by MatLab for images 
(Random selection)

• Check for Dicom Header Information by 
any DICOM viewer
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Data security and privacy 

• Degree of security
– Data encryption
– Proprietary compression

• Care of privilege
• Consents
• Cloud security
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Remote access VPN

Tele-radiography / Remote troubleshooting / Patient 
monitoring / Satellite stations

VMware & Citrus remote stations

Password based / DigiPass / finger print / email?
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Care of & consents

• Team member can access patient past 
record for consultation

• Other clinicians are blind to patient record
• Consent for disclosure of data i.e. 2 weeks
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Cloud security

Private 
Cloud

Public 
Cloud
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Thanks

wongthe@gmail.com


